
LEADING CLOUD EMAIL PROTECTION AGAINST CEO FRAUD,
RANSOMWARE, PHISHING ATTACKS

Accounting for over 50% of all email traffic, spam is the most intrusive way

cybercriminals try to introduce malware and viruses into corporate systems. The

comprehensive features and thorough filtering mechanisms of Spam and Malware

Protection keep your mailbox free of annoying and harmful spam.

The risk of a targeted cyberattack with ransomware, CEO Fraud and Trojans is

increasing dramatically. Protect your business from devastating malware attacks with

Advanced Threat Protection.

KEY FEATURES

URL Malware Control

ATP Sandboxing with detailed reports

Targeted Fraud Forensics Filter

Phishing & Spear-Phishing Protection

Threat Intelligence

Real-Time Alert

Anti-Spam

Outbound email filtering

Malicious document decryption
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PROTECTION WITH
ADVANCED THREAT

PROTECTION
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ADVANCED URL DEFENCE

Utilising unique, industry-leading detection features combined with machine learning

to protect against link-based email attacks that lead to phishing sites, fake logins and

malicious downloads

KEY FEATURES

Links can be rewritten to provide time-of-click-

protection, preventing users from accessing a

webpage behind a link that has been

weaponised

Incoming and outgoing emails are

automatically scanned for any malicious URL's

Link tracking and other mechanisms protect

against phishing emails. Among other things ,

reloadable script commands are detected.

Links with attachments, and even password-

protected attachments are subjected to the

same scrutiny as links within the message

body.

REAL-TIME CLICK PROTECT 
& URL REWRITE

LINK TRACKING

PHISHING FILTERING

INSPECTION OF LINKS 
WITHIN ATTACHMENTS
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KEY FEATURES

Industry-leading sandboxing technology designed to detect zero-hour, never-before-

seen variants of malware and ransomware

Email attachments are scanned for possible

malicious codes by running the suspicious file

in a virtual test environment and identifying

potentially dangerous effects. If the document

sent with the email is found to be malware it is

moved to quarantine

Encrypted email attachments are decrypted

using appropriate text modules within an

email. The decrypted email 

SANDBOX ENGINE

MALICIOUS DOCUMENT
DECRYPTION

ADVANCED URL
DETONATION
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TARGETED FRAUD
FORENSICS 

Using a combination of key indicators and cyber threat intelligence, protection

against targeted attacks like whaling, CEO Fraud, business email compromise (BEC)

and social engineering.

KEY FEATURES

Checks the authenticity and integrity of

metadata and mail content

Detection and blocking of forged sender

identities

Detection and blocking of forged sender

identities.

Detection of targeted attacks on individuals

who are particularly at risk

FRAUD ATTEMPT ANALYSIS

INTENTION RECOGNITION 
SYSTEM

IDENTITY SPOOFING 
RECOGNITION

TARGETED ATTACK DETECTION

Defence against espionage attacks to obtain

sensitive information.
SPY-OUT DETECTION


